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Abstract 

This study examines Cybersecurity tools for monitoring, the relationship between perceived 
workplace managerial surveillance and employee psychological well-being. Guided by the Job 
Demands-Resources (JD-R) model, this study used a mixed-methods design. Data was collected 
through an online survey from 475 professionals across the United States with at least a bachelor's 
degree, yielding a response rate of 42%. Measures included perception of surveillance, 
psychological distress, and privacy perception, assessed using validated scales on a 7-point Likert 
scale. Data was analyzed using SPSS 28 descriptive statistics, regression, and mediation to test the 
hypothesized model. Results demonstrate a strong, statistically significant positive relationship 
between Cybersecurity surveillance tools and both perceived privacy violations and psychological 
distress. Importantly, privacy violations partially mediate the relationship between surveillance and 
well-being, suggesting that perceived intrusiveness intensifies psychological strain. First, the 
findings underscore the importance of adopting Cybersecurity tools for their intended purpose and 
establish monitoring that balances operational needs with employee privacy and mental health. 
Second, study affirms that workplace surveillance contributes to psychological distress, both 
directly and through reduced privacy perception.  These insights offer practical guidance for human 
resource professionals, policymakers, and technology designers aiming to protect employee well-
being and foster healthier, more trust-based work environments. This study makes a significant 
theoretical contribution to literature, as this is one of the first studies of its kind to demonstrate 
that privacy violation only partially mediates the relationship between perceived Cybersecurity 
tools used for surveillance and psychological well-being.  
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1. Introduction 

Although workplace surveillance has been practiced within most organizations spanning 
multiple decades, the introduction of sophisticated electronic monitoring technologies 
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over the last 5 years has increased the veracity, granularity, and scope of monitoring by 
employers (Ball, 2021). Employers can access and track the activities of their employees 
within and beyond the confines of the workplace to evaluate their work. This provides an 
opportunity for the employer to track employee activities and measure their real-time 
productivity.  

Monitoring systems can capture and analyze vast amounts of data, including but not 
limited to employee emails, keystrokes, internet usage, and video surveillance, to detect 
patterns and anomalies (Mateescu & Nguyen, 2019). Some electronic monitoring systems 
have integrated facial recognition and voice analysis tools, enabling employers to verify 
employee presence and engagement during the workday. Such monitoring capabilities 
have significantly increased workplace surveillance capabilities, raising concerns about 
privacy, ethical implications, and employee psychological distress (Ajunwa, 2020). 
However, employers often justify surveillance to enhance cybersecurity, ensure 
compliance, and maintain quality control (Bhave, 2014) 

For most employers, tools such as surveillance-driven productivity trackers and sentiment 
analysis software help managers gauge engagement levels and detect potential 
misconduct (Moore et al., 2021). While these technologies improve efficiency and 
security, critics argue they may lead to excessive surveillance, decreased employee trust, 
and potential bias in decision-making processes (West, 2019). Ravid et al. (2020) found 
that heightened surveillance may foster a workplace environment characterized by 
intimidation, fear, and diminished trust, ultimately harming employees' mental well-
being. While existing research, such as Backhaus (2019) and Ravid et al. (2023), highlights 
the negative effects of electronic monitoring, including increased work stress and reduced 
job satisfaction. This is becoming a more pressing issue as businesses transition to hybrid 
work models in the post-pandemic era. Hybrid as a new work model requires companies 
to strike a balance of managerial oversight versus ethical, privacy, and distress concerns 
as surveillance technologies are expected to grow further (Jeske, 2022).  

Despite the growing body of research on electronic monitoring, many studies focus on 
isolated forms of surveillance, failing to capture their broader implications across diverse 
work settings (Ball, 2021). To address this gap, this work develops a comprehensive 
measure of workplace surveillance, utilizing a representative sample across multiple 
organizations within multiple sectors. This work will leverage the existing workplace 
surveillance scale (WSS) by Ball (2010), which assesses employees' perceptions of 
workplace monitoring, including how much they feel watched, their awareness of 
surveillance tools, and how it affects their emotions, behavior, and sense of fairness. 
Second, this work uses the Kessler Psychological Distress Scale (K10) to assess a person's 
level of psychological distress, with a particular focus on symptoms related to anxiety and 
depression experienced over the past four weeks (Kessler et al., 2002). It specifically 
measures how often an individual has felt nervous, hopeless, restless or fidgety, so 
depressed that nothing could cheer them up, and fatigued or as if everything was an effort 
(Kessler et al., 2002). Lastly, this work uses the Concern for Information Privacy (CFIP) 
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Scale (Smith et al.  1996), which is focused on how employees interpret surveillance in 
relation to personal and informational privacy boundaries.  

A survey is used to examine the relationship between workplace surveillance and key 
indicators of employee well-being, such as psychological distress. Additionally, this work 
explores secondary stressors, such as privacy violations, that may mediate these 
relationships, offering a more nuanced understanding of the indirect effects of workplace 
surveillance. This work stems from answering the question, "How does workplace 
surveillance affect worker well-being, particularly psychological distress, and what 
secondary stressors, such as the perception of privacy, mediate this relationship? The sub-
questions to be investigated include (i) does increasing invasive electronic monitoring and 
privacy violations related to low employee wellbeing. (ii)Does the higher privacy violation 
impact employee well-being?   

The importance of these research questions stems from multiple angles. First, existing 
research suggests that electronic monitoring and surveillance in the workplace 
significantly impact on employee privacy concerns, job satisfaction, and overall well-being 
(Ball, 2010; Smith et al., 2020; Bhave et al., 2020; Ravid et al., 2020). Yet, many studies 
focus on isolated forms of surveillance, failing to capture its broader implications across 
diverse work settings (Ball, 2021). This study addresses research gaps by developing a 
comprehensive measure of workplace surveillance, utilizing a representative sample 
across multiple organizations within multiple sectors to measure the impact of electronic 
surveillance on psychological distress and assess if the relationship is mediated by a 
privacy violation.   Second, the significance of this work is due to the invasive nature of 
new monitoring tools, such as integrated AI monitoring tools, and privacy concerns. For 
example, Jeske (2022) found that employees who perceive monitoring as intrusive report 
higher privacy concerns, leading to stress and reduced engagement at work. Third, there 
is an issue of sabotaging the trust relationship between employees and employers. Ball 
(2010) found that excessive surveillance fosters distrust between employees and 
employers, leading to a negative organizational culture and reduced motivation. 

The contribution of this work is threefold. First, this work contributes to existing literature 
by helping scholars, employees, organizations, and the community to understand the 
interrelationship between monitoring and the psychological well-being of employees. It 
helps the understanding of awareness of the monitoring effect on well-being and 
empowers employers and employees with fair, transparent, and balanced surveillance 
policies. Second, this work contributes to understanding how monitoring affects their 
well-being and its contribution to empowering employees to voice concerns and advocate 
for fair policies. In essence, this work helps businesses develop and adopt surveillance 
policies that ensure security and compliance are enforced while preserving trust and 
morale. Lastly, the entire community can benefit from this work as a well-balanced 
approach to workplace surveillance, which contributes to a healthier work culture and 
improves overall employee well-being and productivity.  
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This work is divided into Section 2, Background and Related Work, which focuses on 
reviews and addresses previous work, findings, solutions, and gaps; Section 3, Theoretical 
Foundation and Hypothesis Development; Section 4, Methodology; Section 5: Results & 
Analysis; section 6 is the discussion of findings; and section 7, Conclusion. 

2. Background and Related Work 

Several studies (Ball, 2021; Chory et al., 2016; Jeske, 2020, 2022; Bhave, Teo, & Dalal, 
2019) have increasingly examined the rise of Electronic Monitoring and Surveillance 
(EMS) in workplaces and its implications for employee experiences including but not 
limited to wellbeing and privacy.  EMS refers to the use of digital technologies to 
monitor, record, and analyze employee activities, communications, and productivity, 
including practices such as keystroke logging, email monitoring, geolocation tracking, 
video surveillance, and biometric monitoring (Ball, 2010; Ajunwa, 2020). Employers 
can use EMS tools to observe, record, and analyze employee behaviours, 
communications, and productivity (Ball, 2010). While organizations often justify EMS 
as a means of improving productivity, security, and accountability, current research 
findings consistently note that these tools also create tensions surrounding employee 
privacy, and sense of wellbeing. 

Although there are a lot of concerns, one major concern shown in literature is the 
relationship between EMS and employee privacy perception. Research suggests that 
employees who perceive workplace monitoring or technological surveillance as 
pervasive are more likely to perceive privacy violations, particularly when monitoring 
extends beyond task performance to electronic communications, location, or 
physiological data (Ball, 2021; Chory et al., 2016). Such reduced perceptions of privacy 
have been associated with lower trust in management, diminished perceptions of 
organizational justice, and weaker organizational commitment (Chory et al., 2016). 
Along the same line as Chory et al., (2016), Ball (2010, 2021) argues that surveillance 
can fundamentally alter workplace relationships by shifting organizational culture 
toward increased control and reduced employee autonomy. 

Beyond privacy concerns, several literatures have linked EMS to employee wellbeing 
outcomes. Several studies show that heightened monitoring or surveillance is 
associated with increased stress, anxiety, and job tension, which can negatively affect 
job satisfaction and psychological wellbeing (Jeske, 2020, 2022; Bhave, Teo, & Dalal, 
2019). Ball (2021) further notes that excessive monitoring may contribute to 
psychosocial strain, resistance behaviors, and reduced organizational commitment, 
particularly in contexts where surveillance is perceived as excessive or 
disproportionate. These concerns became more pronounced with the expansion of 
remote work during and post COVID-19 pandemic, which enabled organizations to 
monitor employees beyond the traditional physical workspaces. 

However, the literature also suggests that employee responses to EMS are not 
uniformly negative for all studies. Some studies assert that the impact of monitoring 
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depends on contextual factors such as perceived fairness, transparency, necessity, and 
organizational communication. For example, Tomczak, Lanzo, and Aguinis (2018) 
found considerable variability in employee reactions to monitoring, suggesting that 
employees are more accepting of surveillance when its purpose is clearly 
communicated and perceived as legitimate. Likewise, Chory et al. (2016) found that 
monitoring framed as a security or compliance measure may generate less resistance 
than monitoring perceived as invasive or punitive. Dogru (2021), applying the Job 
Demands-Resources model in the banking sector, similarly found that electronic 
surveillance increased job tension but also improved task performance, highlighting 
the dual nature of EMS as both a control mechanism and a potential productivity 
enhancer. 

Although existing research provides valuable insight into the organizational and 
psychological consequences of EMS, several gaps remain. Much of the literature 
examines employee surveillance in industry-specific analysis healthcare, finance, 
manufacturing, and gig work (Ball, 2021) and not generalize study which includes 
multiple industry our study studies. In addition, current studies pay limited attention 
to cross-cultural and regulatory differences, even though legal protections, workplace 
norms, and employee expectations surrounding privacy vary significantly across 
regions. Finally, earlier foundational studies (e.g., Ball, 2010) do not fully address the 
implications of emerging AI-enabled surveillance technologies which may intensify 
concerns regarding privacy and employee wellbeing. 

Overall, the literature suggests that while EMS may offer organizations operational 
benefits, its implementation can create substantial challenges related to employee 
wellbeing, privacy, and trust. The extent of these effects appears to depend not only 
on the presence of monitoring itself, but also on how surveillance is designed, 
communicated, and justified within organizational contexts. 

3. Theoretical Foundation and Hypothesis Development  

In examining the psychological impact of workplace surveillance, this study adopts the Job 
Demands-Resources (JD-R) Model (Demerouti et al., 2001) as its theoretical foundation. 
According to the JD-R framework, if job demands like surveillance are high and not 
balanced by adequate resources, employees are more likely to experience stress, 
burnout, and reduced psychological well-being (Bakker & Demerouti, 2007). In the 
context of this study, we predict that perceived privacy violations function as job demands 
that can intensify emotional exhaustion. Employees who feel their privacy is 
compromised due to surveillance are more vulnerable to stress, aligning with previous 
findings that link privacy invasion with increased stress and decreased well-being (Jeske 
& Santuzzi, 2015). 

Therefore, the JD-R model not only supports the classification of surveillance as a 
psychologically taxing job demand but also provides a clear explanatory path for how 
privacy perception mediates the link between surveillance and psychological outcomes. 
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By applying this model, the study seeks to clarify the psychological consequences of 
workplace surveillance and offer insights into how perceived privacy violations translate 
into distress among employees. This theoretical grounding justifies the investigation of 
the following hypotheses:  

H1: Technological surveillance is positively related to psychological distress. 

H2: Technological surveillance is positively related to privacy perception. 

H3: Privacy perception is positively related to psychological distress. 

H4: Privacy perception fully mediates the relationship between surveillance and 
psychological distress 

 
Figure 1. Conceptual Model 
 

The conceptual framework illustrated in Figure 1 explores the relationships between 
employees' perception of technological surveillance, their privacy perception, and 
psychological distress. 

4. Methodology  

4.1. Research Design  

This study employed a triangulation approach that integrated quantitative, qualitative, 
and descriptive methods to explore the relationship between employee perceptions of 
technological surveillance and their psychological well-being (Psychological distress). The 
research uses mixed method combining survey data, literature review.  

4.2. Participant and Sampling  

The survey was distributed to 475 educated professional employees across the U.S. A total 
of 200 complete surveys were returned, yielding a response rate of 42%. This final sample 
size (n = 200) is statistically significant based on standard population parameter 
estimation techniques (Pearson et al., 2007), ensuring sufficient power for inferential 
analysis without overburdening respondents. For the participants, the majority Gender 
was female (54.5%), and the Most Common Age Group: was Gen X (49.5%). Top education 
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levels: bachelor's degree (36%), master's degree (22%), and some college (15%). 
Participants came from a range of units, including marketing, systems analysis, and 
financial reporting.  

4.3. Data Collection Procedure  
The survey was administered online and distributed to employees across various sectors, 
including private, government, and not-for-profits. Participation was both voluntary and 
anonymous, and responses were collected over a one-week period. The data were 
analysed using several quantitative techniques. Descriptive statistics were used to 
summarize participant responses to establish the minimum, maximum, mean, and 
stagnation of the independent variable (Perception of Technological surveillance), 
dependent variable (Psychological distress), and mediating variable (privacy perception). 
Inferential statistics, including correlation and regression analyses, were employed to 
explore the relationships between surveillance perception, psychological distress, and 
privacy concerns. Further analysis included mediation tests, with privacy perception 
treated as a mediator in the relationship between surveillance and psychological distress. 

Informed consent was obtained from all participants. Identities were anonymized, and all 
data were treated confidentially to minimize the risk of privacy exposure.  

4.4. Measures 
The survey instrument used in this study was structured around three primary constructs 
derived from a codebook developed through prior qualitative research: Perception of 
Technological Surveillance (Ball, 2010), Psychological Distress (Kessler et al., 2002), and 
Privacy Perception (Smith et al., 1996). Each construct included multiple sub-dimensions 
and indicators aligned with specific codes and categories, and all survey items were 
measured using a 5-point Likert scale ranging from 1 (Strongly Disagree) to 7 (Strongly 
Agree). 

The first construction, Perception of Technological Surveillance, captured how employees 
perceive surveillance technologies in their workplace in terms of both awareness and 
attitude. It was informed by Category A in the codebook and operationalized through 
several dimensions. These included Awareness and Familiarity, which assessed 
employees' knowledge of being monitored via tools like CCTV, biometric systems, and 
keystroke logging (e.g., "I am aware that my organization uses various surveillance 
technologies to monitor employees"); Types and Forms of Surveillance, which focused on 
the presence and variety of surveillance technologies used (e.g., "My daily work activities 
are monitored through digital tools such as login tracking or system monitoring"); Purpose 
Attribution, which evaluated employees' beliefs about the rationale behind surveillance 
(e.g., "Technological surveillance in my workplace is implemented to improve security"); 
and Supervisor Monitoring and Control, which explored how surveillance data is 
perceived to be used by supervisors (e.g., "My supervisor uses surveillance data to track 
individual performance"). 

The second construct, Psychological Distress (Wellbeing), aligned with Category B in the 
codebook and examined the emotional and psychological effects of surveillance on 
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employees. This included Anxiety and Stress, which measured feelings of nervousness or 
pressure due to surveillance (e.g., "Knowing that I am constantly monitored increases my 
work-related stress"); Behavioural Pressure and Emotional Fatigue, which assessed 
emotional strain related to behavioural conformity and a sense of lost freedom (e.g., "I 
feel emotionally drained from constantly trying to behave appropriately under 
surveillance"); and Mental Health and Job Discomfort, which captured the broader mental 
and emotional toll associated with being monitored at work (e.g., "Surveillance at work 
negatively affects my overall mental wellbeing"). 

The third construct, Privacy Perception (Privacy Violation), was based on Category C in the 
codebook and focused on how employees interpret surveillance in relation to personal 
and informational privacy boundaries. This construct included dimensions such as Sense 
of Invasion and Intrusiveness, which explored whether employees felt surveillance 
invaded their private space (e.g., "Workplace surveillance invades my personal privacy"); 
Transparency and Consent, which assessed how informed and consenting employees felt 
regarding surveillance practices (e.g., "I was not informed about the type or extent of 
surveillance used in my organization"); and Blurred Boundaries between Professional and 
Private Life, which addressed perceptions of how surveillance eroded the distinction 
between personal and professional spaces (e.g., "Monitoring systems at work make it 
difficult to separate my personal and professional boundaries"). 

5. Data Analysis & Result 
5.1. Data Analysis  
This study examines the relationships between Perception of Technology Surveillance, 
Privacy Perception, and Psychological Distress among 200 participants. The analysis 
focuses on descriptive statistics and correlation coefficients to understand the central 
tendencies, variability, and associations between these variables. 

Table 1. Descriptives Statistics and Correlations (N=200) for Surveillance, Privacy Perception, and 
Psychological Distress 

Variable Descriptive Statistics Correlations 
 Min Max Mean Std. 

Deviation 
1 2 3 

(1) Perception of 
Technological 
Surveillance 

1.00 6.86 3.6421 1.20930 1.000 .567** .548** 

(2) Psychological 
Distress 

1.00 7.00 1.9090 1.29767 .567** 1.000 .593** 

(3) Privacy 
Perception 

1.00 7.00 3.3585 1.68419 .548** .593** 1.000 

Note: **. Correlation is significant at the 0.01 level (2-tailed). 

Descriptive statistics in Table 1 provide valuable insights into how employees perceive 
and respond to technological surveillance in the workplace. The mean score for perceived 
technology surveillance (M = 3.64, SD = 1.21) suggests that participants generally perceive 
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a moderate level of monitoring by their employers. The standard deviation indicates a 
reasonably wide distribution of responses, implying that while some individuals may feel 
heavily surveilled, others perceive minimal surveillance. This variability highlights the 
subjective nature of surveillance perception, potentially influenced by factors such as job 
role, organizational culture, or previous experiences with monitoring technologies. 

Psychological distress levels among participants were relatively low on average (M = 1.91, 
SD = 1.30). Nonetheless, the presence of a wide range (1–7) and a moderate standard 
deviation suggests that while many individuals experience little distress, there are still 
participants who report high levels of psychological strain. This divergence underscores 
the importance of considering individual differences in vulnerability to surveillance-
related stress, which may have implications for employee well-being and organizational 
policy. 

Regarding privacy concerns, the mean score of 3.36 (SD = 1.68) reflects a neutral to 
moderately concerned stance among participants. The relatively high standard deviation 
denotes substantial variation in privacy perceptions, indicating that while some 
employees may be indifferent or accepting of surveillance practices, others may perceive 
them as significant invasions of privacy. These findings align with the theoretical 
understanding that privacy is a deeply personal construct shaped by contextual, cultural, 
and psychological factors. 

Taken together, the data suggest that employee responses to workplace surveillance are 
not uniform, with differing levels of perceived surveillance, distress, and privacy concerns. 
This variation highlights the need for nuanced, employee-centered approaches to 
monitoring practices in organizational settings, particularly those that aim to balance 
operational oversight with psychological and ethical considerations. 

The correlation analysis in Table 1 reveals statistically significant relationships among the 
key variables: perceived technology surveillance, privacy perception, and psychological 
distress. A moderate to strong positive correlation was observed between technology 
surveillance and privacy perception (r=.548, p < .001), indicating that individuals who 
perceive higher levels of workplace surveillance also report greater concerns about their 
privacy. This association suggests that surveillance practices are closely linked to 
employees' sense of privacy intrusion, and the statistical significance (p < .001) confirms 
the reliability of this relationship. 

Similarly, a moderate to strong positive correlation was found between perceived 
technology surveillance and psychological distress (r=.567, p < .001). This finding suggests 
that as employees' perception of being monitored increases, so does their level of 
psychological distress. The statistical significance of this relationship further underscores 
the potential psychological costs associated with pervasive surveillance in the workplace. 

The strongest correlation emerged between privacy perception and psychological distress 
(r=.593, p < .001), suggesting that employees who experience higher privacy concerns are 
also more likely to report elevated levels of psychological distress. This result not only 
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highlights the psychological impact of perceived privacy violations but also reinforces the 
importance of privacy as a core element of employee wellbeing. 

Collectively, these statistically significant and positively correlated relationships indicate 
that both perceived surveillance and privacy concerns play important roles in shaping 
psychological distress. The consistent strength and direction of these associations provide 
a compelling rationale for subsequent regression analyses to investigate the predictive 
influence of these variables on employee well-being outcomes. Figure 2 presents a scatter 
plot of psychological distress by Perception of Technology surveillance. Figure 3. Scatter 
plot of Privacy Perception and Technology surveillance.   

 
Figure 2. Scatter Plot of Psychological Distress by Perception of Technological Surveillance 
Figure 2 and Figure 3. The regression analysis indicates a positive linear relationship 
between employee surveillance and psychological distress, and surveillance and privacy 
perception. As levels of perceived surveillance increase, levels of psychological distress 
also tend to rise. In both diagrams, data points appear to be evenly distributed along the 
regression line, with only a few outliers, suggesting a consistent pattern. Furthermore, the 
analysis supports the assumptions of linearity. This indicates that the relationship 
between the independent variable (employee surveillance) and the dependent variable 
(psychological distress) can be adequately described by a straight line and 
homoscedasticity, meaning that the variance of the residuals remains constant across all 
levels of the independent variable. 

Scatter Plot of Psychological Distress by Perception of Technology Surveillance  
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Figure 3. Scatter Plot of Privacy Perception by Perception of Technological Surveillance 
 
5.2. Simple Linear Regression Analysis - Perception of Technological 

Surveillance on Psychological Distress: 
Table 2 shows a simple linear regression examining the effect of the Perception of 
Technological Surveillance on Psychological Distress. The results indicated that the model 
was statistically significant, F(1, 198) = 93.94, p < .001, and explained approximately 32.2% 
of the variance in psychological distress, R² = .322, R = .567, with an adjusted R² = .318. 
The standard error of the estimate was 1.071. 

Regression Coefficients: In Table 3, the regression equation revealed that Perception of 
Technological Surveillance was a significant positive predictor of Psychological Distress, B 
= 0.609, SE = 0.063, t = 9.692, p < .001. The standardized coefficient was β = .567, 
indicating a moderately strong effect size. The constant term was not statistically 
significant (B = -0.308, p = .203), suggesting that in the absence of perceived surveillance, 
psychological distress does not significantly differ from zero. 

These results suggest that higher perceptions of technological surveillance are 
significantly associated with increased levels of psychological distress among 
respondents. The perception of being technologically monitored may, therefore, be a 
critical factor contributing to employee mental health outcomes in the workplace. 
Individuals with higher perceptions of technological surveillance reported significantly 
higher psychological distress. Surveillance perception accounts for about 32% of the 
variance in distress levels. 

Table 2. Regression - PTS and Psychological Distress 
Model Summary 

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .567a .322 .318 1.07138 
a. Predictors: (Constant), Perception of Technological Surveillance 
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b. Dependent Variable: Psychological Distress 

 

Table 3. Regression Coefficients 
Coefficients 

Model 
Unstandardized Coefficients 

Standardized 
Coefficients 

t Sig. B Std. Error Beta 
1 (Constant) -.308 .241  -1.278 .203 

Perception of Technological 
Surveillance 

.609 .063 .567 9.692 <.001 

a. Dependent Variable: Psychological Distress 
 

5.3. Simple Linear Regression Analysis - Perception of Technological 
Surveillance on Privacy Perception: 

Table 4, a simple linear regression was conducted to examine the effect of Perception of 
Technological Surveillance on Privacy Perception. The overall model was statistically 
significant, F(1, 198) = 84.77, p < .001, and explained 30.0% of the variance in privacy 
perception, R² = .300, R = .548, with an adjusted R² = .296. The standard error of the 
estimate was 1.413. 

Regression Coefficients: In Table 5, the results showed that Perception of Technological 
Surveillance was a significant positive predictor of Privacy Perception, B = 0.763, SE = 
0.083, t = 9.207, p < .001, with a standardized coefficient β = .548. The constant term was 
not statistically significant (B = 0.581, p = .069). 

These findings suggest that individuals who perceive higher levels of technological 
surveillance also report greater perceptions of privacy violation. The perception of 
surveillance explains a substantial proportion of the variation in how privacy is perceived 
among respondents. Higher perceptions of technological surveillance are significantly 
associated with increased perceptions of privacy violation. 

Table 4. Regression PTS and Privacy Perception 
Model Summary 

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .548a .300 .296 1.41287 

a. Predictors: (Constant), Perception of Technological Surveillance 

b. Dependent Variable: Privacy Perception 

 

Table 5.Regression Coefficient 
Coefficients 

Model 
Unstandardized Coefficients 

Standardized 
Coefficients 

t Sig. B Std. Error Beta 
1 (Constant) .581 .318  1.829 .069 

Perception of Technological 
Surveillance 

.763 .083 .548 9.207 <.001 
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a. Dependent Variable: Privacy Perception 
 

5.4. Multiple Regression Analysis: Predictors of Psychological Distress: 
Table 6: A multiple linear regression analysis was performed to examine the predictive 
effects of perception of technology surveillance and privacy perception on psychological 
distress. These two variables were entered simultaneously into the model as independent 
variables, with psychological distress serving as the dependent variable. 

The model was statistically significant, with an R² value of 0.436, indicating that 43.6% of 
the variance in psychological distress could be explained by the combined influence of the 
two predictors. This represents a substantial improvement over a simple regression 
model and demonstrates that both surveillance perception and privacy concerns 
contribute meaningfully to employees' psychological outcomes. 

These findings support the hypothesis that increased monitoring and perceived intrusions 
into privacy may elevate employees' psychological strain. The results underscore the 
importance of organizational transparency and ethical surveillance practices to mitigate 
adverse psychological impacts in the workplace. 

Table 6. Multiple Linear Regression 
 

Model R 
 

R Square 
Adjusted R 

Square 
Std. Error of the 

Estimate 
 

Durbin-Watson 

1 .660a
 .436 .430 .97954 2.134 

a. Predictors: (Constant), Privacy Perception, 
Perception of Technology Surveillance 

b. Dependent Variable: Psychological Distress 
 

Table 7. Regression Coefficients 
Coefficients 

Model 

Unstandardized 
Coefficients 

Standardized 
Coefficients 

t Sig. 

95.0% Confidence Interval 
for B 

B Std. Error Beta 
Lower 
Bound 

Upper 
Bound 

1 (Constant) -.489 .222  -2.200 .029 -.927 -.051 

Perception of 
Technology Surveillance 

.371 .069 .346 5.413 <.001 .236 .507 

Privacy Perception .311 .049 .404 6.314 <.001 .214 .408 
a. Dependent Variable: Psychological Distress 

 

The regression coefficients provide deeper insight into the relative contribution of each 
predictor to psychological distress. The perception of technology surveillance was found 
to be a statistically significant predictor, with a standardized beta coefficient (β) of 0.346 
and a p-value less than .001. When controlling for privacy perception, a one-unit increase 
in perceived surveillance was associated with a 0.371-unit increase in psychological 
distress. This positive association suggests that employees who perceive higher levels of 
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surveillance tend to report elevated levels of psychological strain. Notably, the effect of 
surveillance perception is reduced compared to its influence in a simple regression model, 
indicating the presence of shared variance with the privacy perception variable. This 
suggests that the psychological impact of surveillance may, in part, be mediated or 
moderated by how employees perceive the privacy implications of such surveillance. 

Privacy perception also emerged as a significant predictor of psychological distress, with 
a standardized beta coefficient (β) of 0.404 and a p-value less than .001. This indicates 
that for every one-unit increase in privacy concerns, psychological distress increases by 
approximately 0.311 units, holding surveillance perception constant. Importantly, the 
beta value for privacy perception is higher than that of surveillance perception, indicating 
that privacy concerns exert a stronger unique influence on psychological distress. This 
finding suggests that employees' subjective interpretation of privacy violations may be 
more impactful on their psychological well-being than the structural presence of 
surveillance technologies alone. 

Taken together, these results highlight the critical role of privacy perception in shaping 
the psychological experience of workplace surveillance. While the mere existence of 
surveillance technologies contributes to distress, it is the perceived intrusion into personal 
privacy that appears to be the more potent driver. These findings underscore the 
importance for organizations to consider not only the implementation of surveillance 
measures but also how those measures are perceived by employees in terms of their 
privacy implications. Policies that promote transparency, consent, and privacy protections 
may help mitigate the negative psychological outcomes associated with surveillance in 
the workplace. 

5.5. Mediation Analysis: Privacy Perception mediates the relationship 
between Perception of Technological Surveillance (PTS) and Psychological 
Wellbeing (WELL).  

This mediation analysis, Table 8, investigates whether Privacy Perception mediates the 
relationship between Perception of Technological Surveillance (PTS) and Psychological 
Wellbeing (WELL). The analysis follows a standard three-path mediation model, assessing 
the indirect and direct effects of PTS on well-being through privacy perception. 

Path a (Effect of PTS on Privacy Perception): The first regression examined the effect of 
the Perception of Technological Surveillance (X) on Privacy Perception (M). The results 
indicate a statistically significant positive relationship: 

i. B = 0.763, β = 0.548, SE = 0.083, p < .001 

ii. 95% Confidence Interval (CI): [0.599, 0.926] 

This result suggests that individuals who perceive higher levels of technological 
surveillance are significantly more likely to report greater concerns about or experiences 
of privacy violations. H2 is supported — Perceived surveillance is strongly and significantly 
associated with perceived privacy violations. 
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Path b (Effect of Privacy Perception on Well-being, Controlling for PTS): Next, we assessed 
the impact of Privacy Perception (M) on Psychological well-being (Y) while controlling for 
PTS. This path was also statistically significant: 

i. B = 0.311, β = 0.404, SE = 0.049, p < .001 

ii. 95% CI: [0.214, 0.408] 

The positive regression coefficient here reflects that greater perceived privacy violations 
are associated with reduced psychological well-being (note: if higher WELL scores indicate 
poorer well-being, clarify in interpretation). Importantly, this relationship holds even 
when controlling for the influence of PTS, indicating that privacy concerns independently 
contribute to psychological distress. H3 is supported: This result shows that increased 
perceptions of privacy violation are associated with greater psychological distress, even 
when accounting for surveillance levels. 

Path c′ (Direct Effect of PTS on Wellbeing, Controlling for Privacy Perception): The direct 
effect of PTS on Psychological well-being, controlling for Privacy Perception, remains 
statistically significant: 

i. B = 0.371, β = 0.346, SE = 0.069, p < .001 

ii. 95% CI: [0.236, 0.507] 

This finding indicates that even after accounting for privacy perception, perceived 
technological surveillance still has a significant detrimental effect on psychological well-
being. H1 is supported: Surveillance perception contributes to psychological distress 
beyond the effect of perceived privacy violations. 

Indirect effect (a × b): The indirect effect, which quantifies the mediated pathway from 
PTS to WELL via Privacy Perception, was calculated using bootstrapping techniques: 

i. Indirect effect = 0.237, Standardized β = 0.221 

ii. Bootstrapped 95% CI: [0.152, 0.331] 

Since the confidence interval does not contain zero, this indirect effect is statistically 
significant, confirming the mediating role of Privacy Perception. However, because the 
direct effect (path c′) remains significant alongside the indirect effect, the mediation is 
partial rather than full. H4 is not supported: Privacy violation partially mediates the 
relationship between perceived surveillance and well-being. 

Table 8. Regression - Mediation 
Predictor Outcome B β SE 95% CI p 
Perception of 
Technological 
Surveillance 

Privacy 
Perception 

0.763 0.548 0.083 [0.599, 
0.926] 

.000 

Privacy 
Perception 

Psychological 
Distress 

0.311 0.404 0.049 [0.214, 
0.408] 

.000 
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Perception of 
Technological 
Surveillance 

Psychological 
Distress 

0.371 0.346 0.069 [0.236, 
0.507] 

.000 

These findings support a partial mediation model in which Privacy Perception partially 
explains the relationship between Perception of Technological Surveillance and 
Psychological well-being. Specifically, while surveillance perception directly impacts well-
being, a significant portion of this relationship is also transmitted through heightened 
concerns about privacy. This suggests that interventions aimed at mitigating the 
psychological consequences of workplace surveillance should not only address 
surveillance practices themselves but also employees' perceptions of privacy risks. 

6. Discussion & Conclusion 

This research highlights the psychological toll of workplace surveillance, reinforcing its 
role as a significant job demand that adversely affects employee well-being. The study 
confirms that perceptions of privacy violations are not only strongly linked to increased 
psychological distress but also partially mediate the broader relationship between 
surveillance and well-being. The data fully support hypotheses H1, H2, and H3. However, 
H4 is not supported because the mediation is partial. The study concludes that workplace 
surveillance may harm employee well-being, with privacy violations playing a key 
mediating role. To reduce psychological distress, organizations should implement 
transparent and respectful monitoring practices that prioritize employee privacy and 
trust. 

In conclusion, this study provides important insights into the psychological consequences 
of modern workplace surveillance. As electronic and AI-driven monitoring tools become 
increasingly prevalent, their use, while often aimed at enhancing productivity and 
security, raises significant concerns about employee privacy, trust, and mental health. 
Drawing on the Job Demands-Resources (JD-R) Model, the study employed a mixed-
methods approach using survey data from 200 professionals across the United States. The 
findings reveal a strong, statistically significant positive relationship between perceived 
surveillance and both psychological distress and privacy violations. Moreover, privacy 
violations were found to partially mediate the relationship between surveillance and 
psychological well-being, indicating that perceived intrusiveness exacerbates 
psychological strain but does not fully account for it. This suggests that even when privacy 
concerns are addressed, surveillance alone can still negatively impact employee mental 
health. 

The study makes a novel theoretical contribution by demonstrating that privacy violations 
do not fully mediate the effects of surveillance on distress, highlighting surveillance itself 
as a distinct stressor. These findings have critical practical implications: organizations 
must adopt less intrusive monitoring technologies, improve transparency around data 
use, and embed ethical standards into their surveillance practices. By doing so, employers, 
policymakers, and technology designers can better protect employee well-being and 
foster trust-based, psychologically supportive work environments. Ultimately, the study 
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underscores the need for surveillance strategies that balance operational efficiency with 
employee dignity and mental health, paving the way for more ethical and sustainable 
workplace practices. 

Overall, the insights from this study offer a compelling argument for organizations to 
rethink how monitoring technologies are deployed. Policies must prioritize transparency, 
necessity, and employee autonomy to mitigate adverse psychological outcomes. By 
addressing both the direct and mediated effects of surveillance, employers can foster 
healthier, more trusting, and ultimately more productive work environments. The findings 
of this study have far-reaching social implications, particularly as digital surveillance 
becomes embedded in remote and hybrid work infrastructures. The evidence that 
surveillance contributes to psychological distress even when privacy concerns are partially 
addressed raises critical ethical questions about current workplace monitoring practices. 
As surveillance tools become more sophisticated and pervasive, organizations must 
balance performance goals with employee mental health and autonomy. This research 
calls on human resource leaders, policymakers, and technology designers to recognize the 
unintended social consequences of ubiquitous monitoring. Implementing transparent, 
minimally intrusive systems and co-creating surveillance policies with employees can help 
build organizational trust and psychological safety. Ultimately, ethical surveillance 
practices are not just a compliance issue, they are central to fostering inclusive, resilient, 
and mentally healthy digital workplaces. Future research should explore longitudinal 
effects and cross-cultural differences to deepen the understanding of surveillance's 
psychological footprint. 

References 
Ajunwa, I. (2020). The quantified worker: Law and technology in the modern workplace. Cambridge 

University Press. 
Backhaus, N. (2019). Context-sensitive technologies and electronic employee monitoring: A meta-

analytic review. In 2019 IEEE/SICE International Symposium on System Integration (SII) (pp. 
548–553). IEEE.  

Bakker, A. B., & Demerouti, E. (2007). The Job Demands–Resources model: State of the art. Journal 
of Managerial Psychology, 22(3), 309–328. 

Ball, K. (2010). Workplace surveillance: An overview. Labor History, 51(1), 87–106. 
https://doi.org/10.1080/00236561003654776 

Ball, K. (2021). Electronic monitoring and surveillance in the workplace: Literature review and policy 
recommendations. Publications Office of the European Union. 
https://doi.org/10.2760/5137 

Bhave, D. P., Teo, L. H., & Dalal, R. S. (2019). Privacy at work: A review and a research agenda for a 
contested terrain. Journal of Management, 45(7), 287–319. 

Chory, R. M., Vela, L. E., & Avtgis, T. A. (2016). Organizational surveillance of computer-mediated 
workplace communication: Employee privacy concerns and responses. Employee 
Responsibilities and Rights Journal, 27(3), 1052–1062. https://doi.org/10.1007/s10672-015-
9267-4 

Chory, R. M., Vela, L. E., & Avtgis, T. A. (2016). Organizational surveillance and employee privacy: 
A comparison of privacy perceptions and responses to electronic monitoring and traditional 
investigatory methods. Communication Research Reports, 33(2), 125–130. 

https://doi.org/10.1080/00236561003654776
https://doi.org/10.2760/5137
https://doi.org/10.1007/s10672-015-9267-4
https://doi.org/10.1007/s10672-015-9267-4


HOLISTICA Vol 17, Issue 1, 2026, pp.19-36  

 
36 

Demerouti, E., Bakker, A. B., Nachreiner, F., & Schaufeli, W. B. (2001). The Job Demands–Resources 
model of burnout. Journal of Applied Psychology, 86(3), 499–512. 
https://doi.org/10.1037/0021-9010.86.3.499 

Doğru, Ç. (2022). The effects of electronic surveillance on job tension, task performance, and 
organizational trust. Business Systems Research, 12(2), 125–143. 
https://doi.org/10.2478/bsrj-2021-0023 

Glavin, P., Bierman, A., & Schieman, S. (2024). Private eyes, they see your every move: Workplace 
surveillance and worker wellbeing. Social Currents, 11(4), 327–345. 
https://doi.org/10.1177/23294965241228874 

Golden, J., & Chemi, E. (2020, May 13). Worker monitoring tools see surging growth as companies 
adjust to stay-at-home orders. CNBC. https://www.cnbc.com/2020/05/13/employee-
monitoring-tools-see-uptick-as-more-people-work-from-home.html 

Jeske, D. (2022). Remote workers' experiences with electronic monitoring during COVID-19: 
Implications and recommendations. International Journal of Workplace Health 
Management.  

Jeske, D., & Santuzzi, A. M. (2015). Monitoring what and how: Psychological implications of 
electronic performance monitoring. New Technology, Work and Employment, 30(1), 62–78. 

Kessler, R. C., Andrews, G., Colpe, L. J., Hiripi, E., Mroczek, D. K., Normand, S.-L. T., Walters, E. E., & 
Zaslavsky, A. M. (2002). Short screening scales to monitor population prevalences and 
trends in non-specific psychological distress. Psychological Medicine, 32(6), 959–976. 
https://doi.org/10.1017/S0033291702006074 

Mateescu, A., & Nguyen, A. (2019). Explainer: Workplace monitoring & surveillance. Data & Society. 
https://datasociety.net/library/explainer-workplace-monitoring-surveillance/ 

Moore, P. V., Upchurch, M., & Whittaker, X. (2021). Technology, work, and employees. Routledge. 
Ravid, D. M., Tomczak, D. L., White, J. C., & Behrend, T. S. (2020). EPM 20/20: A review, framework, 

and research agenda for electronic performance monitoring. Journal of Management, 
46(1), 100–126. https://doi.org/10.1177/0149206319869435 

Ravid, D. M., Tomczak, D. L., White, J., & Behrend, T. S. (2020). EPM and employee job 
performance: The moderating role of organizational trust. Personnel Psychology, 73(2), 
311–340. 

Ravid, D. M., White, J. C., Tomczak, D. L., Miles, A. F., & Behrend, T. S. (2022). A meta-analysis of 
the effects of electronic performance monitoring on work outcomes. Personnel Psychology, 
76(1), 5–40. https://doi.org/10.1111/peps.12514 

Siegel, R., König, C. J., & Lazar, V. (2022). The impact of electronic monitoring on employees' job 
satisfaction, stress, performance, and counterproductive work behavior: A meta-analysis. 
Computers in Human Behavior Reports, 8, 100227. 
https://doi.org/10.1016/j.chbr.2022.100227 

Tomczak, D. L., Lanzo, L. A., & Aguinis, H. (2018). Evidence-based recommendations for employee 
performance monitoring. Business Horizons, 61(2), 251–259. 
https://doi.org/10.1016/j.bushor.2017.11.006 

West, S. M. (2019). AI ethics and workplace surveillance: Implications for employee rights. Harvard 
Business Review.  

West, S. M., & Bowman, E. (2016). Surveillance capitalism, workplace monitoring, and the future 
of employee privacy. Journal of Business Ethics, 136(3), 611–625. 

https://doi.org/10.1037/0021-9010.86.3.499
https://doi.org/10.2478/bsrj-2021-0023
https://doi.org/10.1177/23294965241228874
https://doi.org/10.1017/S0033291702006074
https://datasociety.net/library/explainer-workplace-monitoring-surveillance/
https://doi.org/10.1177/0149206319869435
https://doi.org/10.1111/peps.12514
https://doi.org/10.1016/j.chbr.2022.100227
https://doi.org/10.1016/j.bushor.2017.11.006

	1. Introduction
	2. Background and Related Work
	3. Theoretical Foundation and Hypothesis Development
	4. Methodology
	4.1. Research Design

	5. Data Analysis & Result
	6. Discussion & Conclusion
	References

